
 
Route-based VPN configuration example: 

 



 

 



 

 



 



 

 

 

 
IPSec VPN status: 



 

 
TSR -08   Router Configuration: 



 
 
Ping and traceroute on client PC 



 
 
 
Server Route Route Based-vpn configuration: 
 
Router# 
Router#show version 
Techroutes Network Pvt. Ltd Internetwork Operating System Software 
TSR 2800-20 Series Software, Version 8.1.1B (BASE) Build 8929, RELEASE SOFTWARE 
Techroutes Network Pvt. Ltd 
Compiled: 2017-11-25 15:12:45 by SYS_8929, Image text-base: 0x108000 
ROM: System Bootstrap, Version 0.3.6 
Serial num:10015020626, ID num:020626 
System image file is "Router.bin" 



Techroutes-TSR 2800-20 CaviumCN 
processor with 524288K bytes of memory, 32768K bytes of flash 
Router uptime is 0:06:23:29, The current time: 2031-01-10 22:21:35 
Slot 0: Standard Port Slot 
  Port 0: 1Gbps full-duplex Ethernet 
  Port 1: 1Gbps full-duplex Ethernet 
  Port 2: 1Gbps full-duplex Ethernet 
  Port 3: 1Gbps full-duplex Ethernet 
  Port 4: 1Gbps full-duplex Ethernet 
  Port 5: 1Gbps full-duplex Ethernet 
  Port 6: Usb Modem Virtual Port 
Router# 
Router# 
Router# 
Router#show ip int br 
Interface                  IP-Address      Method Protocol-Status 
Null0                      unassigned      manual up 
GigaEthernet0/0            150.242.74.107  manual up 
GigaEthernet0/1            unassigned      manual down 
GigaEthernet0/2            192.168.16.1    manual up 
GigaEthernet0/3            unassigned      manual down 
GigaEthernet0/4            unassigned      manual down 
GigaEthernet0/5            192.168.2.1     manual down 
Async0/6                   unassigned      manual down 
Tunnel1                    150.242.74.107  manual up 
Router# 
Router# 
Router# 
Router# 
Router#show run 
Building configuration... 
 
Current configuration: 
! 
! 
! 
! 
! 
! 
! 
! 
! 
! 
! 
! 
syslog buffer 64 level DEBUG class ALL 
! 
! 
! 
! 
! 



isdn switch-type basic-5ess 
! 
! 
! 
aaa authentication login default local 
aaa authentication enable default none 
aaa authentication ppp default local 
aaa authorization exec default local 
! 
username admin password 0 admin 
! 
! 
! 
crypto isakmp keepalive 10 3 periodic 
crypto isakmp key 0 test@123 address 0.0.0.0 0.0.0.0 
crypto isakmp policy 1 
 authentication pre-share 
 encryption 3des 
 group 2 
 hash md5 
! 
crypto ipsec transform-set TST esp-3des esp-md5-hmac 
! 
crypto ipsec profile TEST 
  set transform-set TST 
! 
crypto dynamic-map CMAP 1 
 match address XYZ 
 set transform-set TST 
! 
crypto map VPN 1 ipsec-isakmp dynamic CMAP 
 
! 
! 
crypto key load-keyconf end 
! 
! 
interface Tunnel1 
 mtu 1450 
 ip unnumbered GigaEthernet0/0 
 no ip directed-broadcast 
 tunnel source GigaEthernet0/0 
 tunnel destination 106.79.54.224 
 tunnel mode ipsec ipv4 
 tunnel protection ipsec profile TEST 
 tunnel speed-up 
! 
interface GigaEthernet0/0 
 ip address 150.242.74.107 255.255.255.248 
 no ip directed-broadcast 
 ip http firewalltype 0 



! 
interface GigaEthernet0/1 
 no ip address 
 no ip directed-broadcast 
 ip http firewalltype 0 
! 
interface GigaEthernet0/2 
 ip address 192.168.16.1 255.255.255.0 
 no ip directed-broadcast 
 ip http firewalltype 0 
! 
interface GigaEthernet0/3 
 no ip address 
 no ip directed-broadcast 
 ip http firewalltype 0 
! 
interface GigaEthernet0/4 
 no ip address 
 no ip directed-broadcast 
 ip http firewalltype 0 
! 
interface GigaEthernet0/5 
 ip address 192.168.2.1 255.255.255.0 
 no ip directed-broadcast 
 ip http firewalltype 0 
! 
interface Async0/6 
 no ip address 
 no ip directed-broadcast 
! 
! 
! 
! 
! 
! 
! 
! 
no ip route cache 
ip route default 150.242.74.105 
ip route 172.16.2.0 255.255.255.0 Tunnel1 
ip route 192.168.20.0 255.255.255.0 Tunnel1 
! 
! 
! 
! 
! 
! 
! 
! 
! 
! 



! 
! 
! 
! 
! 
! 
! 
! 
! 
! 
! 
! 
! 
! 
! 
! 
ip dhcpd pool dpool 
 network 192.168.2.0 255.255.255.0 
 range 192.168.2.10 192.168.2.255 
 default-router 192.168.2.1 
 dns-server 192.168.2.1 
 lease infinite 
! 
ip dhcpd enable 
! 
! 
! 
ip http ispmode 1 
ip http server 
ip http language english 
ip http timeout 10 
ip http set-name-value 0 
! 
! 
no ip proxy enable 
ip proxy aaa-authen enable 
! 
! 
! 
! 
! 
! 
gbsc app-ctrl priority onlinegames all 
no gbsc app-ctrl drop onlinegames all 
gbsc group default 
! 
gbsc pushto mode text 
no gbsc filter-url enable 
gbsc filter-url mode forbid 
no gbsc filter-key enable 
! 



! 
! 
! 
! 
Router#Router# 
Router# 
Router# 
Router#show cry sa isakmp 
Codes: C - IKE configuration mode, D - Dead Peer Detection 
        K - Keepalives, N - NAT-traversal 
        X - IKE Extended Authentication 
        psk - Preshared key, rsig - RSA signature 
        renc - RSA encryption 
dir: initiator 
C-id  Local             Remote            Status 
0     150.242.74.107    106.79.54.224     using 
 
Encr      Hash     Auth  DH    Lifetime 
enc-3des  md5      preshagroup228547 
 
Icookie                   Rcookie                   Refcnt Nat 
f7:25:5a:e6:65:ff:db:32   e2:ec:50:2:2c:50:e1:e5    0      nat outside 
 
Router# 
Router# 
Router# 
Router#shwo cry sa ipsec 
shwo cry sa ipsec 
^ 
Unknown command 
Router#show cry sa ipsec 
interface:      Tunnel1 
        local addr 150.242.74.107 
        peer addr 106.79.54.224 
        peer port 23802 
        local  ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0) 
        remote  ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0) 
        sa type : negotiation 
        in use settings ={ udp tunnel } 
        sa status using 
        refcnt : 0 
        life left : 28534 
        kilobytes life left : infinite 
        #pkts encaps : 637      #pkts decaps: 586 
        #pkts encaps err: 0     #pkts decaps err: 0 
 
                success send bytes: 52464, error send bytes:  0 
                success recv bytes: 35256, error recv bytes:  0 
        inbound esp sas: 
                spi: 0x4e7a0b17(1316621079) 
                transform: esp-3des esp-md5-hmac 



        inbound ah sas: 
 
        inbound pcp sas: 
 
        outbound esp sas: 
                spi: 0xc5e3c28c(-974929268) 
                transform: esp-3des esp-md5-hmac 
        outbound ah sas: 
 
        outbound pcp sas: 
 
Router# 
Router# 
Router# 
Server side ping snaps: 

  


